Cyber Safety and Cyber Ethics

There are many issues that need to be addressed when it comes to computer safety and computer ethics and children. Many crime prevention experts state that taking a proactive stance is far better than a reactive stance where cyber safety and ethics. Officer Penny, a crime prevention specialist in Fairfax County, states that most crimes in Fairfax County are on the decline except cyber crimes. Cyber crimes went up 450% from 2001 to 2002. For example, children befriending virtual strangers in chat rooms, or pretending to be someone they know and sending threatening messages to other friends through the use of chat rooms or direct e-mails are becoming more and more common. 

Early education about valuing creativity and responsible computer behavior will help children contribute to the development of a safe and legal digital world. Research illustrates the necessity of explaining the issues of intellectual property, copyright and the uses of software to students at an early age. We know educators are concerned with students visiting inappropriate Web sites. But, that’s a risk they face when they download copyrighted works from the Internet illegally. Unfortunately, copying and the distribution of copyrighted programs are pervasive among students and at academic institutions. While these problems are a concern to software publishers, they also affect the schools themselves:

· Potential legal liability, which impedes the efficient operation of school computer systems. 

· Threats to privacy and security. 

· Children are not appropriately prepared to deal with ethical issues around creativity and ownership as they grow older and their computer use grows greater.

Please consider addressing cyber safety and cyber ethics education in the National Technology Plan.  I would suggest the following people and organizations who can help with this:

· Debbi Bauman, Business Software Alliance.  Phone 202-530-5132 email: debbib@bsa.org
· Tiffany Olson Jones, North American Government Relations, Symantec Corporation. Phone 202-429-9574.  Email: tiffany_jones@symantec.com
· Childhelp USA Tel: 480-922-8212 Web: http://www.childhelp.org/
· I-Safe which is supported by a grant awarded by the Office of Juvenile Justice and Delinquency Prevention, Office of Justice Programs, U.S. Department of Justice.  Go to http://www.isafe.org to learn more.
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