MANAGEMENT CHALLENGES FOR FISCAL YEAR 2007

The Office of Inspector General (OIG) works to promote efficiency, effectiveness, and integrity in the programs and operations of the U.S. Department of Education (Department).  Through our audits, inspections, investigations, and other reviews, we have identified areas of concern within the Department’s programs and operations and have recommended actions the Department should take to address these weaknesses.  The Department generally implements our recommendations and takes action to recover funds from grantees, contractors, and other recipients we identify as wrongly paid.  While our work is a valuable tool for the Department, it is not a substitute for good management and organizational accountability. 

The Reports Consolidation Act of 2000 requires OIG annually to identify and summarize the top management and performance challenges facing the Department, as well as to provide information on the Department’s progress in addressing those challenges.  Based on our recent work and knowledge of the Department’s programs and operations, we have identified three specific challenge areas for the Department for FY2007:  (1) accountability; (2) information technology (IT); and (3) human resources (HR).  While this report discusses the progress the Department is making in addressing these challenges, it is evident that additional focus, attention, and emphasis are needed.  

1.  ACCOUNTABILITY

Challenge:  Internal Control and Oversight

The success of an organization’s mission and the achievement of its goals depend on how well it manages its programs.  It cannot effectively manage its programs without establishing and maintaining appropriate internal accountability.  In 1999, the Government Accountability Office released “Standards for Internal Control for the Federal Government,” a document that provides federal agencies with an overall framework for establishing and maintaining internal controls, i.e., the plans, methods, and procedures that will help the organization meet its goals and achieve its objectives.  

Our recent audits, inspections, and investigations continue to uncover problems with program control and oversight of program participants, placing billions of taxpayer dollars at risk of waste, fraud, abuse and non-compliance.  The Department must ensure that all entities involved in its programs are adhering to statutory and regulatory requirements, and that the offices responsible for administering these programs are providing adequate oversight of program participants.  Only by improving effective oversight of its operations and demanding accountability by its managers, staff, contractors, and grantees, can the Department be an effective steward of the billions of taxpayer dollars supporting its programs and operations.  

The Department’s Progress:  The Department has made some progress to improve its oversight and monitoring of non-student financial assistance programs.  For the Elementary and Secondary Education Act (ESEA) Title I program, the Department’s monitoring plan now includes participation by Office of the Chief Financial Officer (OCFO) staff to provide technical support in the fiduciary area of the reviews.  In its review of audited questioned costs and analysis of improper payments, the Department is no longer reducing questioned costs by 50 percent to establish an estimated amount of sustained costs, but is correctly using the full amount to better establish an upper bound of improper payments.  The Department also has implemented a Grants High-Risk Module within its Grant Administration and Payment System to better alert program offices of potentially detrimental grantee issues prior to award determination.

To address internal control issues identified by our work, Federal Student Aid (FSA), the office that administers the student financial assistance programs, made changes to the organizational structure of one of its internal offices, Financial Partners, and transferred the regional offices out of Financial Partners to a new Program Compliance organization.  The functional statements for the new organizations, however, indicate overlapping jurisdiction and do not clearly delineate responsibility for resolving compliance violations.

Challenge:  Improper Payments

Improper payments include those made in the wrong amount, payments made to an ineligible recipient, or payments improperly used by the recipient.  The need for agencies to take action to eliminate overpayments is recognized by the President’s Management Agenda, as well as the Improper Payments Information Act of 2002.  Identifying and correcting improper payments remains a challenge for the Department, which is a result of ineffective oversight and monitoring of its policies, programs and program participants.    

The Department’s Progress:  To address the requirements of the Improper Payments Information Act, the Department continued to participate in presentations or perform monthly monitoring site visits for its ESEA Title I program at various state and local educational agencies.  It also continued to enlist the help of the Oak Ridge National Laboratory (ORNL) to perform its risk analysis of its non-student financial assistance programs.  The 2006 ORNL report indicated that the Title I program was not at risk of exceeding the 2.5 percent Improper Payments Information Act threshold that would require further statistical review.  The Department is also performing on-site monitoring reviews for its ESEA Title III program.  

With regard to the student financial assistance programs, FSA has undertaken several initiatives to help address and reduce improper payments.  Some of these efforts have included a continued focus on controls over financial aid applications; performing risk assessments; working with the Office of Management and Budget (OMB) and the Department on a quarterly basis to address various Improper Payment Information Act implementation issues, such as the sampling methodology for estimating improper payments; conducting studies with the Internal Revenue Service; focused monitoring activities; and performing various analyses of certain data in the FSA programs.  For the most recent year, 2004-05, FSA reported an improper payment rate for the Pell Grant program of 3.48 percent, down from 4.5 percent for the prior year.  FSA also is taking steps to identify risks and establish controls to avoid improper payments in two new programs – the Academic Competitiveness Grants and SMART Grant programs.

Challenge:  Procurement
The Department contracts for many services that are critical to its operations, at a value of close to $1 billion a year.  The Department must improve its procurement and contract management processes to ensure that it is receiving quality goods and services in accordance with the contract terms.  Our audit work continues to find weaknesses in the Department's processes for monitoring contractor performance, such as not effectively tracking and inspecting deliverables, paying for deliverables that were not provided, not adequately reviewing invoices, improperly providing incentive payments, giving unauthorized instructions to the contractor, not informing the contracting officer of changes in key personnel, and not documenting evaluations of contractor reports.  

The Department’s Progress.  In response to OIG's continuing audits of the contracting monitoring processes, the Department issued a new procedure requiring that contract monitoring plans be developed for all new contracts.  This procedure was issued in December 2005, and also required that contract monitoring plans be developed for all existing contracts by January 31, 2006.  In March 2006, the Department updated its policy, Contract Monitoring for Program Officials, to correct issues noted in prior OIG reviews.

2.  INFORMATION TECHNOLOGY

Challenge:  Information Security

The Federal Information Security Management Act (FISMA) requires each federal agency to develop, document, and implement an agency-wide program to provide information security for the information and information systems that support the operations and assets of the agency, including those provided or managed by another agency, contractor, or other source.  It also requires the Inspectors General to perform an annual, independent evaluation of its agency’s information security program and practices.

We have conducted FISMA compliance audits for the last four years.  In each case, we identified security weaknesses that the Department must address to maintain the security certification and accreditation of its systems.  We determined that certain management, operational, and technical security controls need improvement to adequately protect the confidentiality, integrity, and availability of its systems.  We have identified weaknesses in the Department’s incident handling process and procedures, intrusion detection system deployments, and enterprise-wide technical configuration standards for all systems.  In addition, we found that its outsourced data centers do not have adequate security controls and safeguards in place to protect personally identifiable information (PII) and other sensitive information that is stored on its system tape backups.  During a related audit, we also found that the office in the Department that had the highest number of contractors in FY2005 had not ensured that all contractor staff met screening requirements before giving them access to the Department data and facilities.  These deficiencies must be addressed in order to maintain the security certification and accreditation of its systems, as well as to protect PII and other sensitive information.

The Department’s Progress:  The Department continues to struggle to establish a mature computer security program as it relates to technical configuration standards for all its systems, managing its outsourced contractors who operate its critical information systems, and ensuring the identification and response to its incident handling program and intrusion detection systems.

The Department recently established plans to improve its controls relating to the protection of PII in order to meet the standards and good practice requirements established by OMB.  Budget and contracting constraints have negatively impacted the department in moving forward with improving these controls.

Challenge:  IT Capital Investment and Project Management

The Department’s anticipated FY 2007 IT capital investment portfolio is over $90 million, and many critical IT projects are pending, including investments in OCFO, the Office of the Chief Information Officer, and FSA.  It is critical that the Department have a sound IT investment management control process that can ensure that technology investments are appropriately evaluated, selected, justified, and supported.  This oversight and monitoring process must address IT investments as an agency-wide portfolio.  It must also ensure that individual projects are appropriately managed so as to meet their technical and functional goals on time and on budget.  As part of this process, the Department must identify a means of conducting independent evaluations of significant IT projects.  Independent Verification and Validation (IV&V) could be a viable approach, if the IV&V results are shared with the Investment Review Board (IRB) for its consideration.  Poor management of individual IT investments leads to wasted resources and/or unreliable or inadequate systems.  

The Department’s Progress:  While the critical issue of independent assessment remains unaddressed, the Department has recently strengthened the IT capital investment program by expanding IRB and Planning and Investment Review Group memberships.  The Department has also made continued efforts to strengthen individual business cases, and to map proposed investments to an agency-wide enterprise architecture strategy.  These efforts are important and should continue.

3.  HUMAN RESOURCES 

Challenge:  Human Capital Management and Human Resources Services

Our last several Management Challenges reports have included human capital planning as one of the significant challenges facing the Department.  Like most federal agencies, the Department will see a significant percentage of its workforce eligible for retirement in 2007.  The Department is also continuing to see a significant change in critical skill requirements for many of its staff.  Identification of needed action steps and prompt implementation of action items to adequately address these workforce and succession planning issues, including recruitment, hiring and retention, is critically important. 
The Department has already committed considerable time and resources to prior HR initiatives -- One-ED and the HR most efficient organization -- that were minimally beneficial, if at all.  In order to address the HR issues facing it, the Department must be willing to commit adequate resources.

The Department’s Progress:  In January 2006, the Secretary approved a request from FSA to set up an independent HR function on a pilot basis.  Also this year, the Department focused on performance management and worked with all Department mangers to improve their understanding of performance agreements and ratings.  It hired a Deputy Human Capital Officer who is focused on improving HR issues throughout the Department.  We understand that it will soon release a new strategy for improving HR. 
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